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Enhancing Campus Cyber Security through a Class
with Combination of Computer Ethics Videos
and Logical Thinking
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ABSTRACT

Further trials in a class for enhancing campus cyber security are
discussed. The class uses computer ethics video clips and logical
thinking teaching material. Rubrics (evaluation criteria) are shown
to students and their activity in the class is evaluated by the rubrics.
The video clips are designed for promoting discussion, and the
logical thinking teaching material shows ways of discussion in a
group. They should raise the retention rate of the class according to
the “Learning Pyramid”.

CCS Concepts

Security and privacy~Human and societal
aspects of security and privacy

« Social and professional topics~Computing literacy

Keywords
Cyber security; Education; Video clips; Logical thinking; Rubrics

1. INTRODUCTION

Campus cyber security is one of the most important and one of the
toughest subjects for ICT managers in universities and colleges
today. It is relatively easy to control the security of technical aspect
of a campus using technologies such like firewalls, IDSs, IPSs and
so on. However, it is hard to control behavior of people in a
university or a college. Their cooperation is essential for keeping
the cyber security of a university or a college. In order to have their
cooperation, ICT managers are having various ways of education
forthem.

According to the “Learning Pyramid” [1] by Edgar Dale, the
learning retention rate of audio-visual material is 20%. It is much
better than the rate of a lecture, which is 5%. So a group in Japan,
including one of the authors of this paper, have made “Computer
ethics video clips” [3]and updated them for enhancing the human
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aspect of campus cyber security for more than ten years[4]. These
video clips became one of the indispensable teaching materials for
many universities in Japan.

According to the “Learning Pyramid,” the learning retention rate of
a discussion group is 50%. A discussion usually includes teaching
others and the learning retention rate of teaching others is 90%.
Many of the computer ethics video clips were designed for
promoting discussion. However, we have not shown a good way of
discussion for the computer ethics video clips until now.

In order to have a good discussion in a computer ethics class, we
have designed a new course with “Logical thinking” [5] or “Critical
thinking” teaching material. We use the teaching material of critical
thinking[11], which is available from the Information-technology
Promotion Agency (IPA), Japan. It is based on the “Learning
Pyramid,” and discussions inagroup are encouraged inthe material.

We are having the class now. This paper shows the outline of the
class in section two, an example of one day’s class and students’
feedback in section three, related work in section four, and the
conclusion in section five

2. OUTLINE OF THE CLASS
2.1 Syllabus

In order to enhance cyber security in a campus, every member of
the campus should take a class for cyber security. As an
intermediate step to realize this, we have planned to have an
introductory information processing class (IP1 class) with cyber
security and computer ethics for freshmen of computer science. For
other members in our university, brochures for keeping campus
cyber security were made and distributed to everyone in our
university. In addition to this, the video clips in this paper can be
viewed by all members in our university at specific PCs on our
campus.

The class in this paper was the place for learning a part of office
software by freshmen of computer science. Many of the students
are used to using office software now. So we have changed the main
theme of this class from learning office software to learning cyber
security and computer ethics.

There are 41 students in this class. They were divided into ten
groups to have group discussions. One group consists of three to
five students.

We have made the syllabus of the IP1 class as follows
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Online of the class: Teaching knowledge and techniques of
basic cyber security, computer ethics, and using a presentation
software (PowerPoint). Training the attitude toward them.
Having group practices of them using IT tools. Such
knowledge, techniques and attitude will be useful in all of
learning, the graduation project in our university, getting jobs,
and working after graduation.

Objectives of the class: Learn the knowledge, techniques of

software. From day three to day five, students learn the basic
features of logical thinking. From day six to day 14, they learn
cyber security and computer ethics using the computer ethics video
clips, logical thinking, PowerPoint software and LMS (Learning
Management System) of our university. In order to enhance
students’ activity in each class, rubrics (evaluation criteria) are
shown to students and students are evaluated by the rubrics.

the above and attitude toward them.

Course Schedule: Shown in Table 1.

Grading Procedure: Grading every practice of each day of

2.2 Preparation

Day one through day five of the class are preparation for the rest of
the class. Students learn tools for understanding and giving
solutions of problems, which are related to cyber security and

computer ethics, during this term. Their main tools are logical

thinking. The SmartArt graphic feature of PowerPoint software is
used for assisting the logical thinking.

Logical thinking includes the following elements.

Ways ofthinking

1)  Inductionanddeduction
2) MECE (mutually exclusive and collectively exhaustive)
3) Zero basethinking

4)  Hypothetical thinking
Tools

1) Logictree

2) Pyramid structure

3) Matrix

Ways ofproceeding

1) Card brainstorming

2) Facilitation

2.3 Main Classes

Main classes, which teach cyber security and computer ethics, start
from day six and continue until day 14. Each of the main classes

proceeds asfollows

class.
Table 1. Course Schedule

Day  Contents

1 Outline of this class. Turn on/Turn off the PC.
Login/Logout. ID/Password. Basic operation of
Windows OS. Basic operation of a Web browser. How
to use the university’s student management system.
Initial settings of the student management system.

2 How to use PowerPoint software. Making groups.

3 Outline of “Logical Thinking.”

4 “Why tree” of logical thinking and drawing the “why
tree” using SmartArt graphic feature in PowerPoint.

5 “How tree” of logical thinking and drawing the “how
tree” using SmartArt graphic feature in PowerPoint.

6 Importance of a password.

7 Know-how for preparing for losing private
information, Losing private information by using a
reward card.

8 Privacy and GPS. Where is the data?

9 Flooding of complaints because of phishing. Using
Internetservicessafely.

10 Responsibility and privacy of seminar activity. A
community in which it is difficult to refuse to
participate.

11 Taking pictures and uploading them to a Web site
without permission. It is difficultto withdraw the
statement on the Internet.

12 It is No Good to copy an item from the Web and paste
it to your paper. It is dangerous to cheat to write a
paper.

13 Isit possible to introduce a mail ina blog? Is it possible
to use a smartphone while doing something else?

14 Asmart phone knows everything.

15 Concluding theclass.

In day one, students learn the basic features to use PCs and Web
sites of our university. In day two, they learn the use of PowerPoint
software. However almost all of them said they have used the

1)

2)
3)
4)

5)

6)

7
8)

The MC (master of ceremonies) and the secretary are
selected in each group of students. We have asked
students to change the MC every day of the class in order
to let every member in our class have the experience of
becoming MC.

Students see the episode (problem) part of a video clip.
Rubrics are shown to all students.

Each group of students starts discussion about why the
problem happened and how to cope with the problem.
They use elements of the logical thinking.

Each group writes the why tree to analyze the problem
and writes the how tree to cope with the problem using
the SmartArt function of PowerPoint software.

They submit the two trees to the LMS as the result of the
discussion.

Students see the explanation part of the video clip.

Students evaluate their activity by themselves using the
rubrics. The quiz function of the LMS is used for this
evaluation.



2.4 Rubrics

Students are expected to acquire not only knowledge of cyber
security and computer ethics but also the ability to co-operate with
others and to think more deeply using various tools. In order to
realize this and evaluate this, we use the following rubrics.

® Your contribution to the group

MC 5 points
Secretary 4 points
Support the MC 3 points

® Your contribution to the group work to make the why tree.
More than or equal to three ideas (cards) 5 points
Two ideas (cards) 4 points
One idea (card) 3 points

®  Number of layers of the why tree of your group

More than or equalto four 5 points
Three 4 points
Two 3 points

® Number of items of the why tree of your group

More than or equal to 20 5 points
Between 10to 19 4 points
Between 5t0 9 3 points

® Your contribution to the group work to make the how tree.
More than or equal to three ideas (cards) 5 points
Two ideas (cards) 4 points
One idea (card) 3 points

®  Number of layers of the how tree of your group

More than or equal to four 5 points
Three 4 points
Two 3 points

®  Number of items of the how tree of your group

More than or equal to 20 5 points
Between 10to 19 4 points
Between 5t0 9 3 points

3. ATYPICAL DAY OF THE CLASS

We show day six of the class as an example of the class. The day
of the class proceeded as follows.

1) The MC (master of ceremonies) and the secretary were
selected in each group of students.

2) Students saw the episode (problem) part of a video clip. We
have used the video of “More than Ever! The Importance of
Passwords.” The duration of the episode part of this video is

5min. 59sec. Figure 1 shows a scene from the video.

The following is the outline of the episode part of this video
clip.

“Kento (a male student) saw the news of leaking the ID and
the password. This news upset him because he was using the
ID for various services. However, he did not have trouble
because he had changed the password of the ID at the official
Web site of the ID. Masami (a female student) used the same
password for various services. She changed the password of
the leaked site and felt at ease. But she has not changed the
password of other services because she thought that they are
different services from the leaked site. Her ID of one of these
sites has been used by some others and her money was used
for music downloading.”

Ten years ago, there was a common sense that passwords
should be memorized and should not be noted on a piece of
paper. However, ten years later, any short password can be
uncovered easily by recent computing power. So passwords
should be long enough to endure such computing power. It is
hard to memorize such long passwords precisely in the brain
of most people. In order to cope with this problem, the
explanation part of the clip of “More than Ever! The
Importance of Passwords” suggests a way to note long
passwords on a piece of paper

Hookups of services on the Internet were not so common ten
years ago. On the other hand, hookups of services are common
today. Any of the services of a hookup can be used by entering
only one pair of ID and password today. When the password
of a hookup of services on the Internet is leaked, all services
of the hookup can be intruded upon by other people. On-line
payment is also common today.

Figure 1. A scene of the video of “More than Ever! The
Importance of Passwords”




Management was not
good

She was wrong

She changed the
password in the Web
page of the URL of the

mail

Why Masami’s
password was leaked?

The company’s
management was
wrong.

Others were wrong

The password was the
same as another’s.

The password was
simple

She can’t remember the
password.

She wrote the password
on the note

The password was seen
by some others.

Figure 3. Why tree of a group in the class.

She should not use the
same password for all
accounts

She should keep the
password strictly safe

How should she keep
away from such
situations?

She should not change the
password immediately
after she received the

suspicious mail

She should not use the
simple password.

Use different passwords
by her hobbies or car
numbers

She should use different
passwords

Memorize the password.

She should not write the
password on her

notebook. Write the password on the

note pad of a PCor a
mobile phone which is
locked.

Ask it to an expert.

Verify that the mail is
reliable

Use the Internet.

Do not use the same
letters in the password.

Do not use her birthday in
the password

Do not use a short
password

Figure 4. How tree of a group in the class.

If a user was using the same password for a service with on-
line payment and a service without on-line payment, and if the
password of the service without on-line payment was leaked,
the password of the service with on-line payment can also be
leaked and malicious people may steal money of the user. The
clip of “More than Ever! The Importance of Passwords” also
includes topics of such situations. We expected that some
groups of students would deduce such ideas.

3) After viewing the episode part of the video clip, rubrics were
shown tostudents.

4)  Then, students had group discussions for making the why tree
and the howtree.

The root node of the why tree was “Why Masami’s password
was leaked?” The root node of the how tree was “How should
she keep away from such situations?”



5)

6)

One group of two students was using the SmartArt graphic
feature of PowerPoint directly. Other groups were using cards
before writing the trees.

Figure 5. Group discussion

After the discussion term, each group wrote the why tree and
the how tree.

Each group has submitted the why tree and the how tree to the
LMS. Figure 3 is an example of a why tree and the Figure 4 is
a how tree of a group in this class. Figure 5 shows pictures of
the discussion.

The node “The password was the same as another’s” in the
why tree, shows the reason of the password leak in the video.

Almost all groups have reached this reason
because the

episode part gives viewers the suggestion. Students of the
group show possible reasonable reasons--not only the reason
in the video but also others--in the why tree. Students of other
groups also show many reasonable reasons.

The node “Write the password on the note pad of a PC or a
mobile phone which can be locked” in the how tree, is a
reasonable solution which solves the conflicting conditions of

7

8)

“a password should be long enough” and ““she should not write
the password on the note.”

Unfortunately, there were many nodes of “She was off guard”
or similar words, in a leaf node of why trees in other groups.
These were not wrong, but we expected that students would
think more deeply and show the reason of “why she was off
guard.”

Students evaluated their activity by themselves using the
rubrics. The quiz function of the LMS is used for this
evaluation. Table 2 shows the quantification of the discussion
for making the why tree which was acquired by evaluation
using the rubrics. Table 3 shows the quantification of the
discussion for making the how tree which was acquired by
evaluation using the rubrics.

These rubrics were also useful to make the class active. Many
groups tried to get a high score, so students tried to give many
ideas in the group discussion. Many ideas may contain many
good ideas.

Students saw the explanation part of the video clip.

Table 2. Quantification of the discussion for making the why
tree and its result.

Number of all cards of the card brain storming 150
in the group discussion for making the why

tree in theclass.

Average number of cards of one student in the 4
groupdiscussion

Total number of nodes of the why tree in this 123
class

Average number of nodes of one why tree 12.3
Smallest number of nodes of the why tree 8
Largest number of nodes of the why tree 20
Average height of thewhy tree 4.5
Least height of the why tree 3
Greatest height of thewhy tree 6

Table 3. Quantification of the discussion for making the how
tree and its result.

Number of all cards of the card brain storming 153
in the group discussion for making the how

tree in theclass.

Average number of cards of one student in the 4.6
groupdiscussion

Total number of nodes of the how tree in this 134
class

Average number of nodes of one how tree 13.4
Smallest number of nodes of the how tree 9
Largest number of nodes of the how tree 20
Average height of thehow tree 4
Least height of the how tree 3
Greatest height of thehow tree 5




We obtained the numbers in Table 2 and Table 3 from the self-
evaluation of the rubrics in the LMS of our university. This way
realizes the visualization and quantification of activity of group
work. Italso realizes the visualization and quantification of how the
group thinks deeply. These visualizations and quantifications can
be useful to improve this class. Figure 6 shows a screenshot of a
part of the self-evaluation of the rubrics in the LMS.

The following statements are examples of students’ feedback of
this class. From the feedback, our aim of enhancing cyber-security
of our campus by enhancing users’ consciousness of cyber-security
seems to be achieved.

® “Iwas thinking, the discussion is boring before. However, the
discussion was very fun after the start.”

®  “Atthefirst, the group discussion was awkward. However, on
the way of the discussion, co-operation in the group has been
developed.”

®  “This class was very useful”.

®  “Twas re-using the same password for many accounts. | would
like to change them.”

4. RELATED WORK

There is the following related work. However, we could not find
out a cyber security class which combines video clips, logical
thinking, and rubrics.

4.1 Thinking in Computer Ethics Education
Jones said, “... it is part of the task of computer ethics to define,
develop, and modify existing moral theory when existing theory is
insufficient or inadequate in light of new demands generated by
new practices involving technology.” [2] He said, in order to cope
with such changes, thinking is important in computer ethics
education. We have shown a way for thinking through group
discussion.

4.2 Logical Thinking in Computer Science

Classes
References [6], [7], [8], and [9] are cases for using logical thinking
for computer science education, not for cyber security.

Your contribution to the group works to make the why tree.

® Why Tree {ERIFHST=(I T AV Ab—2 T DH—FEJIBEELIEN?

[1.5 B

More than or equal to three ideas (cards)?

FAISKLALET TN ? (3L, DIFED)
1.6
OizLO Lz

. i ?
Lz Oigs, More than or equal to two ideas (cards)?

BIT=(3 T AV A —34 OH—FEATBEFLI-D? (121, DIBE4)

1.0
OO Lz

L Zmies . One idea (card)?

HIFUITV AV A —=30T DN—FE1BUIBZ IO ? (3L, DIHE3I)

1.8
OiLO Lz

o BIITIERLT-Why Tree (7at8/ S 20 —FHURNIZON? NIDLT,
PEE O (—FE LD RAD—EHNRNIED 2 1HEHF ) (I, EETLI=N?

[1.9 | pes

More than or equal to four?

PEBI4EBLALHYTIN 7 (1FL). DIHES)
1.10

A
5 points
4 points
3 points
Number of layers of the why tree of your group?
... 5 points
v

O Lo Lz

Figure 6. Screenshot of a part of the self-evaluation of the rubrics in the LMS of our university



4.3 Rubrics and Computer Ethics

The reference [10] shows grading essays of a computer ethics class
using rubrics. Rubrics were useful for decreasing ambiguity of
grading essays in the reference. Our rubrics also help decrease
ambiguity of grading group discussion and grading why treesand
how trees.

5. CONCLUSION

The purpose of the class in this paper is enhancing the human aspect
of the campus cyber security. We expect that students of this class
understand the importance of cybersecurity deeply and keep
knowledge and techniques on cybersecurity in their minds for long
time. We have combined various ways such as computer ethics
video clips, logical thinking and rubrics to realize our expectation.

We could not judge the new class in this paper against previous
classes, because we do not have quantified data of previous classes.
However, we have quantified data of the cyber security class now.
We can compare this class with future classes, and this can improve
the cyber security of our campus.
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W 4 Bi#E K 4 Warren Tang
<R DOBEE >
With little spoken or written English as a foreign language input in Japan it is necessary to give
students opportunities for exposure. It is particularly important to give appropriate input levels
(graded language) that is decipherable as well as, to some extent, natural. Graded readers fulfil this
function. It is necessary to give students choice (Day & Bamford, 1998, p. 8) hence the wide variety
of books chosen. However, this also means multiple copies are necessary to ensure that students
have choices when necessary (ibid). Although the request for multiple copies had been granted,
bureaucratic red-tape had scuttled the initial plan. Single copies were purchased and deposited in the
library. As the number of books increase student access to the material will become easier, letting
them find what they want to read. The exact nature of the effects is still unknown. A survey needs to
be done to assess the benefits of these books as well as the awareness of availability for access. Also,

a long-term study is necessary of the reading habits.
Reference

Day, R. R., & Bamford, J. (1998). Extensive Reading in the Second Language Classroom. Cambridge

University Press.
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<Maximizing communication and moving toward mastery through ICT >
(Lowes Jason)
I use ICT in every class. The ways that I use it can be divided into three categories:

1. To convey information to the students

During lessons, I try to maximize the amount of meaningful English that the
students hear. One of the main ways of doing this is through providing

explanations and classroom instructions in English. This does increase that



amount of English that students encounter, but it also increases the chance that
the students will not understand some important detail. I use two forms of ICT
to support the students and to maximize their understanding. One thing that I
do is to use presentation software in conjunction with the classroom projectors
to visually scaffold the information that the students are hearing. A second
thing that I use is the LMS Cerezo to let the students know before class what
they are going to be doing in class so that they can prepare. Even if they do not
actively prepare, knowing the context before listening assists with
comprehension.

To assess students using ‘mastery learning’ paradigms

Explained very simply, mastery learning is setting a goal of a very high level of
performance and then supporting the student as they work, over numerous
cycles of production and feedback, toward achieving that goal. In my classes,
the students have to make videos of them producing some bit of language (e.g. a
conversation in a given context). They use their own smart phones to record the
videos and they make the videos outside of class time. I review their scripts and
their videos many times and provide feedback for improvement. Ultimately, the
students upload their video to my Dropbox account for final grading. Using
videos empowers students to try to improve their performance as many times as
they would like. Some students have reported that they had made as many as
twenty takes of the video before being satisfied with their final product. This is
another advantage to using video. It allows students to critically analyse their
own English and to make adjustments. This is a step toward autonomous
learning.

Collecting and distributing class materials

I use Cerezo on a daily basis to distribute class handouts and study materials.
One advantage of using Cerezo is that it shifts the mode of the study material
from paper (which is used in class) to a portable digital medium that the
students can access at any time. It is my hope that this will enable students to
study in the ‘down time’ they may have when waiting in line or while not being
otherwise engaged. A second way that I use Cerezo is to provide Dropbox upload
links for students to use to submit the videos described in bullet 2. Finally, 1
also use Cerezo for to collect feedback on class activities. The course feedback
questionnaire comes very late in the term and does not provide a lot of
opportunity to modify class activities in response to student opinions. In

addition to the final course questionnaire, I have also used SurveyMonkey



(anonymous) questionnaires to enquire about student feelings on specific
activities/ points of assessment. The link to complete the online questionnaire

was distributed via Cerezo.

< Using a Tablet for Classroom Productivity> (Warren M Tang)
I use an Apple iPad in all classes to help students follow the content of class by showing on-screen
and annotating on digital copies of textbook and handouts. By having the exact version of a
textbook/handout on the screen all students are aware of what we are studying. This allows me as a
native English teacher to talk only in English with minimal use of Japanese within the monolingual
classroom.
Equipment: Apple iPad Air 16GB; Adonit Jot Touch; Apple Lightning to HDMI connector or
Lightning to VGA connector; AppleTV; Headphone to RCA audio connector; HDMI cable; VGA
cable.
Apps: GoodNotes; Keynote; Notability; Dropbox; Apple Music; Safari; Sounds; Slow Fast Slow;
Google Earth.
Other equipment: Fujitsu ScanSnap ix500.
With the equipment listed above 80-90% of all class activities may be covered. Students respond
well to technology within the classroom, closing the gap between teacher and student. The latest

information may also be obtained within class, keeping relevancy and pace high.
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